ACS Security
Consulting Services

Which threats are your first priority?

Many businesses struggle to determine where
and how to prioritize their security plans and
budgets. After all, as your business evolves, so
do the threats to it. With threats ranging from
sensitive information losses to financial attacks
to insider fraud and process failures, knowing
where to invest can be a complex puzzle.

At ACS Information Security Services, we
can help identify the biggest threats to your
business, and then recommend prioritized
solutions and next steps to protect your
business and your budget.
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Our Focused Consulting Assessments

Security Posture Assessment. Assesses your overall security posture,
including:

— Architecture

— High-level reviews of policy and processes

— Technical assessments with recommendations for improvements
Security Policy and Process Review. Assesses your policy and
procedures, with recommendations for compliance improvements
External Technical Security Assessment. Assesses your mapping
technology assets and vulnerabilities to external (Internet) business risk
Internal Technical Security Assessment. Assesses your mapping
technology assets and vulnerabilities to internal business risks
Physical/Operational Security Assessment. Assesses your physical
security controls for facility and operations security
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Our Benefits To You

e Cost Justification. Our security risk
assessment process automatically and
directly generates justification for security
recommendation in terms of business.

e Communication. By acquiring information
from other parts of a business unit,
our security risk assessment boosts
communication and expedites decision-
making.

e Baselining. Our process provides a baseline
for security planning, then recommends
immediate solutions and a corrective action
plan against known vulnerabilities and
threats.

e Prioritization. Our assessment maps security
requirements to your business objectives,
helping ensure that objectives can be
achieved. It also prioritizes risks to business
operations and provides a “vulnerability
blueprint.”

Our Deliverables

e Assessment of the organization’s security
posture

o Evaluation of physical security environment

e Examination of policies and procedures

o Prioritized recommendations and action items

o Security Risk Gap Assessment

 Risk Mitigation Plan for identified security risk

Our Risk Management
Methodology

We use a risk management methodology to
assess the threats in your environment. This
methodology is governed by the P-D-C-A (Plan,
Do, Check, Act) life cycle. In this continuous
improvement cycle, your environment is
regularly assessed for new and emerging
threats. It combines your industry vertical

with our involvement in the security industry
community. It also takes into account regulatory
and statutory requirements.

Risk Management Methodology

Assess

Recurring throughout life of contract:

 Business requirements and security
objectives

« Existing environment and processes
o Criticality of data and systems

o Threat/risk assessment

e Data and systems at risk

« Gap analysis

« Non-compliance/legal risks

Develop Policy and Solution

« Develop policy, standards, and
procedures

e Plan scope and strategy

« Determine client and partner roles
and responsibilities

« Connect client requirements to ACS
best practices (ITIL and ISO)

 Design custom solution
» Implement plan

Deliverables

« Executive summary of findings
« Risk mitigation plan

o Strategic security roadmap plan
 Technology solutions

 Application assessments

Contact Us

About ACS

Want to discuss how our Information Security
Consulting Services can work for you? Let

our experts assess your risk and implement

a customized information security plan. Call
us today — and rest easy knowing that your

We are part of Xerox’s $22 billion global
enterprise with 140,000 employees serving
our clients in 160 countries.

You can learn more about us at
WWW.acs-inc.com.

business is secure.

ACS ITO Communications
ito-communications@acs-inc.com
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